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Mr. Chairman, Members of the Select Committee on Intelligence,

L]

am pleased to have this opportunity to appear before you today to

o

iscuss the Freedom of Information Act's impact on the Intelligence,
E Community. I have been giving considerable thought to the particularly
serious problems being experienced by the Cehtral Intelligence and .
NatiQﬁal Secutity Agencies under t@é FOIA. I am convinced that there
ie an inherent Eontradiction in ‘the appliéaiion of & statute designed
to assure openness in Government to agencies whose work is necessarily‘
secret, and that the adverse conseguences of this application have
caused intelligence functions to be seriously iﬁpaired without
significant counterbazlancing of public benefit. Mr. Chairman, I
believe that it is time to reexamine the fundamentzl guestion of
whether it mekes sense for the FOIZ to be applicable to our Nation's
two most sensitive intelligenée agencies.
The Freedom of Information Act was first passed in.1966.
President Johnson described the Act as stemming from thg principlé
| that "z democracy works best when the people have a2ll the information
that the security of the Nation permits.” The declared purpose of‘.
the Act was to broéden access to government information connected
with activity impacting upon the public, with certain exceptions in
areas in which Congress believed exemptions were warranted in the
| national interest. Ddring the post-Watergate period of pressure for.
more openness in gpvernmeht, amendments to the FOIX were enacted over-
President Ford's veto against a background of zllegations that |
Federzl agencies were frﬁstrating the intent c¢f the Act through
delaying tactics, tﬁe.aneasonable assessmént of fees, and the
; -wholeszle invoking of exempiions. The Supreme Court's decision in

EP2 v. Mink, however, was the key impetus for the amendments. The
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Supreme Court had ruled that an agency must examine clacsified documents

before invoking the FOIA exemption permitting such documents to be
withheld from disclosure, but that it was not for the courtslto.rhle on
whether the classification itself might be unwarranted. |
Prior to the 1874 amendments, the Centreal Intelligence Agency had
receiveé virtudlly no FOIZ reguests, and no litigation had been
initiated againsi the Agency in connecﬁion*with any denial of release.
of information under the classified documents exemption. The 1974
~amendments made several’fundamental changes in the Act, the most notabie

. )
of which were:

1) Reasconably segregable portions of z Gocument no:
felling under the Act's exemptions were reguired
to be provided to the reguester; and

~2) The courts were given authority to review agency
determinations thet records were withholdable under
the Act. This has resulted in an increasing tendency
on the part of the courts to second-guess the judgment
of professional intelligence officers that informztion
is properly classified in order, for example, to
protect the identity of intelligence sources.

These amendments led to an explosion in FOIR reguests directed
at the CIA, and & corresponding increase in associated litigation.
Resources and manpower devoted to FOI2 matters have, of course,
increased tremendously since the mid-1970's. The CIA's latest
annual report on its administration of the Act contains the following
statistics for calendar year 1980:

-- 1212 new FOIA cases were logged during 1980.

-= 257,420.5 eactual man-hours of labor (or l4¢ man-years)
were devoted to the processing of Freedom of Infor-
mation Act, Privacy Act, andé mandatory classification
review reguests, appeals, ané litigation, as compared
with the 110 man-years of labor devoted in 1979. More

than half of these resources were devoted to the pro-

cessing of requests for subject matters information
under the FOIA.

- - .
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~-- Over $3 million was expended in personnel costs for
processing, appeals, and litigation related to these
requests. About two-thirds of this amount was spent
on FOIA cases.
Mr. Chairman, the money and manpower currently beinc devoted

to FOIR matters could certainly be utilized more productively in

] . .
substantive intelligence pursuits, but I want to be sure that it is

understood that gross personnel éﬁé resourcet figures, as significant
as they are, are not the most important aspects of the FOIA problem

for the intelligence agencies. Other government agencies may receive
more FOIA recuests, spend more time and money, and devote mOre manpower

to FOIA, but they are not intelligence agencies. The problems

U“

esetting CIZ ané NSA under the Act are unigue because théir missions
are unigue, and these problems cannot be solved by an infusion of money
©r menpower to deal with FOIR reguests. |

The search and review of records in response to FOIA reguests.
poses & special set of problems for the Centrel Intelligepce Agency.
The CIA's records systems are an integral part of the Agency's
security system to é:otect sensitive intelligence information. The
neec to protect intelligence sources ané methods through a‘complex
system of compartmented and decentralized records is in direct
conflict with the concept of openness under the FOIZ. Becauée a
primary CIA mission is to gather information; its records systenms
are constructed to support thaﬁ mission, and thué, the search for
recoras in response to an FOIA reguest becomes uniguely difficult.
These records, which ngmber.hundreds of millions of pages, are
compar tmented and segregated aléng operatioﬁal and functional lines.
Severzl components have multiple records systems. Thus, the search

for information responsive to an FOIA reguest is a demanding &and
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time-consuming task. &2 relatively simple FOIA reguest may reguire as
many as 21 Agency recordé systems to be searched, & difficult reguest
over 100. The "need to know" principle, zlso, means that CI2 empioyges
normally have access only to information necessary to perform their
assicg gnments. Thus, 1in the process of searching for documente in
response to an' FOI} reguest, people who would otherwise never have
access to conpartmentec information necessa ily see such documents.

But, Mr. Chairman, it is not the quantity of time and effort

.devoted to this process that is the ultimate concern to us. It is

rather the level of emplovee who must become involved in the review
process. By this I mean the types of people who must participate in
fOIA processing and the impact whiéh this involvement has.on theb
ebility of these intelligence officers to carry out their intelligence
collection or analyticel assignments.

When we éurface information in response to an FOI2 reguest, the
documents must be carefully reviewed in ordef_to determine which
-informetion can be released séfely ancé which must be withheld, in
accordance with applicable FOIZ exemptions, in order to protec; mat-
ters such as the security of CI2 operations or the identities of
intelligence sources. In most other government agencies thg review of
information for possible release under the FOIA is & routine adminis-~
trative function; in the Central Intelligence Adgency it can be & matter
of life or death for human sources who could be jeopardized by the
reléase of information in which their identities might be exposed.

In some ci:cumstances.meré acknowledgment'of the fact that CIa haSAEEX
information on a-particglér subject could bevenough to place the source

of thet information in danger.
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It must be remembereé that the primery function of the CIZ is
intelligence gathering, -an activity which frequently takes place in &z
hostile environment, and which must take place in secrecy. The mere
disclosure that the CIA has engaged in & particular type of activity
or acguired a particular type of informaztion can compromise ongoing
intelligence Qberations, cause the fargets of CIA's collection efforts
to adopt countermeasures, or impair relations with foreign governments.
Agency records must be scrutinized with great care because bits of
information which ﬁight appear innocuous on their face could possibly
reveal sensit%ve informatioﬁ.if subjected to sophisticeted aznalysis or
combineé with other information available to FOIZ reguesters.

This review is not & task which can be entrusted io individueals
hired specifically for this purpose, as is the cezse with many other
government agencies whose information has no such sensitivity. The
need for careful professional judgment in the review of CIA information
surfaced in response to FOIA requesﬁs means that this review reguires
the time and attention of intelligence officers whose primary
responsibilities.inbolve participation in, or management of, viﬁal
programs of intelligence collection and analysis for the President and‘v
our foreign policymeking establishment. Experienced operations
officers and analysts are not commodities which can be purchased on the
open market. It takes years to develop first-cleass intelligence
officers. Again, let me emphasize that these reviewing officers are
not FOIA professionels, they are intelligence officers who are being
diverted from their priméry infelligence duties. This diversion is

impacting adversely &pon the ability of the Rgency to fulfill its vita

intelligence mission.
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Mr. Chairman, efforfs_to fuifill our intelligence missioﬂs.while
subjgct to the provisions of the FOIZ have placed the CIA in = vicious
cycle. Intelligence information must be processed &nd analyzeé:quickly
if the President, the Cabinet, and the Congress are to receive the
latest and most accurate assessments of foreign developments. The
need fo; up-to-the-minute information freguently prevents the review of
FOIX documen:s from taking place i; kéepibg:with the time re@uirements
of the Act. This results in the Agency being sued for failure to
comply with the act, which{ in turn, reguires an even greater amount
of time and effort to be eipended in the litigation process. The
Gefense of éuch suits, as well as those that are brought because.of e
'éeﬁial of the information requestéé, Tequires the time ancd effort of
numerous persohnel, including intelligence officers cirectly concerned
with the reguest in guestion. .Thus, these intelligence officers are
acein diverted from their primery intelligence Guties and put even
further behind in reviewing other FOIX documents. Therefore, despite
an inérease in the manpower devoteé to FOIZ review in 1880, the
backlog of unanswered reguests increased by 400 cases. Mr. Chairman,
when the work of seﬁior intelligence officers is diverted to POIA
concerns because information must be revieweé, or because court
affidavits must be prepared under strict time constrainte to justify a
délayed response or a previous denizl of informaztion, the ability of
our Nation to formulate an informed and successful foreign policy
sﬁffers._.This is not & healthy situation. The diversion of senior
meanagcement time and gttehtion from primary tasks to FOIA matters,
particulerly in connection with litigetion, is of especially great

concern to me.
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The.CIA has been sued for denying information in response‘to FOIA
reguests in 198 lawsuits. The conduct of this litigation invol?es not
only an enormoﬁs amount of lawyer tiﬁe at the Agency andé the Department
of Justice but since the factual submissions must be presented by i
substantive inteiligence cfficers by way of affidevits and depositions
and the like, the litigation process places an enormous burden on people
: .
who should be dding other things. Yet'all;thié activity in court has,
with zlmost no exception, resulted in & judicia; effirmance of CIA and
NSz clzims of nationazl security exemptions. However, the fact rehains

that judges with no expertise in the arcane business of intelligence

may believe that under the provisions of the Act they can overrule an

.intelligence agency's decision as to the classification of particular

documents ané order their release. My colleague, Lieutenant General
Faurer, is addressing this problem in some detzil. In one case
involving CI2 records a dist;icé court judge has specifically overruled
& CIR classificetion determination and the Court of Appeals has uéheld
this ruling. A petition for z rehearing on this case is now pending.

While we are proud of our excellent record in court because it

illustrates both the seriousness of our attitude toward compliance with

the FOIA's provisions and the gquality of our legel work,'we cannot be
certain thet we will continue to be as successful in the future as we
have been in the past. However, our litigation recoréd has been achieved
ai an enormous cost in the kind of quality‘resources which I described
earlief. I cannot help but wonder, Mr. Chairman) how much better our
intelligence product might have been in sbme key areas had thé time

ané effort devoted to FOIA litigation by senior intelligence officers

been focused instead on crucial intelligence missions.

. i ‘
Approved For Release 2008/01/04 : CIA-RDP85M00363R001002080006-9



Approved For Reléase 2008/01/04 : CIA-RDP85M00363R001002080006-9

Mr. Cheairman, I would like to add one other point which is relzted
to the FOIA process. The Freedom of Information Act currently contains

exemptions for classified documents ané other matters that are set

forth as exempt from disclosure. These exemptions have generally been
adeguate to protect sensitive national security information. But, even

with the kind &f queality resources we devote to the review process,

humazn error is always & possibility. Such.errors have in fact occurred

resulting in the inadvertent disclosure of sensitive CIZ and NSz

‘information. These unintentional disclosures are constant reminders of

the risk which will be present so long as these agencies are subject to
the Zct. The handling of FOIA requests involving CI2 anéd NEZ informe-

tion by other agencies has also resulted in some serious compromises of

th

classified informeation relating to intelligence sources and methods.
Compoundng these problems are attempts by reguesters to gzin adéitionzl-
classified informztion based upon these compromises.

Mr. Chairman, the FOIAR further impedes the CIa's ability to do its
job throuch the perception it has crezted overseas. Whilé tne
perception of CIA's ineability to keep secrets mey be caused by leaks,
unreviewed publications'by'former off;cials and the like, it is the
FOIZ that is viewed as the syvmbol of this problem. Individual human
sources andé foreign intelligence services are aware of the Act, and
view it as a threat to the Agency's ebility to maintein thé
confidentiality of its sources; and to protect the information they
provide. _An intelligence agency cannot operate effectively under
such conditions. Buman intelligence is as important today as it has
ever been in the history of this Nation. To obtain this intelligence
it is vitel that there be confidence in the ability of the United

Stztes Government to honor assurances of secrecy. It must be
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remembered that many indi§iéuals who cooperzte with the intelligence
efforts of the United States do so at great personal risk. Identifi~-
cetion as & CIr agent.can ruin a career, endanger &a family, or even ,
leac to .imprisonment, torture, or death. We must be able to provige
human sources with absolute assurance that the fact of their cooperation
with the Uniteé_States will forever ,be kept secret and that the
information they'provide will never be.revéaied or attributed to them.
The FOIR has raised Goubts about our ability to maintzin such
commitments, despite our explanations that the Act provides exemptions
which allow for the safekeeping of sensitive information. The concept
o: an intelligence agency being subject to an opennéss in government
law is not uniformly understood by individuasls and intelligence services
abroad. It has been necessary to spend & great deal of time attempting
to convince foreign intelligence services that they should not
ciscontinue their liaison relationships with us because of the FOIA..
The very fact that CIA files are subject to search and review for
information which is releasable is extremely disturbing to our sources.
There have been many cases in which individueals have refused to
cooperate with us, diminished their level of cooperetion with us, or
totally discontinued their relationship with oﬁr people in the field
because of fears that their identities might be revezled thrbugh &n
FOIZ release. What we will never know, Mr. Cheirman, is how much

veluable information has been lost to the United States cue to the

‘reluctance of potential human sources to even begin a relationship.

Mr. Chairman, I believe it is absolutely clear that the FOIA
is impairing our nation's intelligen¢e efforts. The minimal benefit
accruing to the public from application of the FOIA to the Centrel .

Intelligence and National Security Agencies is simply not worth the
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cost to the effectiveness.of these agencies. Let us ask ourselves
some basic guestions about the FOIR's application to the intelligence
eagencies.

Fi;st, does the application of the.FOIA to CIA &nd NSa fulfill
the Act's fundamental purpose of giving the American people greater
access‘:o information about the workings of government which affect
their daily livéé? The answer to:téisiqueétgon is no, because our
“intelligence activities are focused on the acquisition of information

abroad and its analysis for foreign policymakers.

It might be asked whether the application of the FOIA to CI2 and

i

KSx serves & useful informing function. &ageain, the answer is no.
Informetion which is released under the Act is generezlly extremely

fragmentary and it can often be misleading. Mr. Chairman, I would note

ry

thsz

certzin organizations have .published lists of books and articles

»

0n
. ’.l-

2ic to be of public interest which supposedly were based on information
releaseé by intelligence agencies under the FOIA. The argument 1is made
that'these materizls could not have been published without the FOI2. I
believe that such claims are grossly exaégerated. The POIA has not
resuvlteéd in the revelation of fundamental information.but'has instead
been used to garner additional details about subject matter which was
originelly either revealed by one of the intelligence agencies on its
own, oI in the course of investigations such as those conducted by
the Rockefeller Commission or the Church Committee. |

Mr. Chairman, one of the purposes of the Freedom of Information
Act is to provide the’Ameiican public with & mechanism by which they
cean know how government agencieé gre carrying out their functibns.
This leads to another cuestion: Isn't the FOIZ needed to provide
public oversight'bf the ihtélligence agencies, in order to ensure
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that the abuses and excesées of the past do not recur? Mr. éhairman,
the FOIR has never been an effective o&e:sight mechanism for the CIa
cr NSAR, and the idez that it should apply to these agenciés for such
purposes ought to be laid to rest once and for all. The fragmentary
informetion obtzinazble under the POI2 has not, cannot, and will not
ever remotely ktompare in value with.the congressionally established
oversight respoﬂsibility which lies with this Committee and its
companion commiitee in the House. These two committees are
specificelly responsible fo; overseeing the funding ané operations of
the various intellicence agéncies. I believe that it is fair to say

that no other agencies in the Governmen: are subject to such close

-congressionzl  scrutiny on & permanent, ongoing basis. It is this

system of vigcilant andé effective congressional oversight, along with
extensive Executive branch revigw mechanisms, which provides the. means
through which the American people are assureé that the operation of
their intelligence agencies is in accordance with applicable law.

Mr. Chairmen, the President has stated his determihation to
enhance the Nation's intelligence capabilities, eanc I have pledged
bto work toward achiéving that gozl. To do this, the CIA and NS2 must
be able to focus their energies on the timely and accuraﬁe.gathering
andé analysis of information in & manner which insures the secrecy of
tbe sources anc content of that information. For the reasons I have

stated, I believe the current application of the FOI2Z to the CIZ and

NS2 is inappropriate, that it is detrimental to the accomplishment of

intelligence missions and that it is unjustified by its insignificant

public benefit.
Mr. Chairman, what is to be done? I want to make clear that I am

firmly convinced that CIA and NSA problems under the FOIA cannot be
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substantially alleviateé by strencthening the grounds upon which infor-
mation cen be withheld from public disclosure under the Actk. Senator

Chafee's Bill, S. 1273, takes & Gifferent, more promising epproach in

Fh

Y
l1tE e

fort to seal off certain categories of files from the entire FOIA

U

process, including search and review. I believe that Senator Chafee's

- . i . o . . . .
Bill, if enacted, would have & major positive impact. But Mr.

Cheirman, I also believe that the time has come for the Congress to

face the issue sguarely and definitively, ané to recognize that only

1]

totzl exclusion of records creazted or mainteained by the Central
Intelligence Agency and the Nationzl Security Agency from zll of the

reecom of Information Act's reguirements can, by completelv

eliminzting the need to search ané review records in respense to FOI2

recuests, end the wasteful and debilitating diversion of resources
anc¢ critically needed skills, eliminate the danger of court—orée;eé
release of properly classified informetion, ané regain the confidence
of human sources and foreign intelligence services.

Mr. Chazirmen, I would like to add qne footndte to my testimony
before you today. Nothing which I have sazié should be construed to
indicete any lessening in our belief that individual Americans should
continue to be able to determine whether or not anAintelligence.agency
holds information on them, and to obtain this informestion when security
cohéiderations permit. I wish to state categorically that CIA and NS2
would continue full compliance with the P:ivacy Act even if these

egencies were to be totally excluded from the FOIA.
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